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Onuc IMCHMILTIHA

Merta BuBYEeHHs AucUUIUTIHU «be3mneka KOMIT'IOTEpHHX Mepex» moisirae y (opMyBaHHI Y
MalOyTHIX CIHEIiaNicTiB yMiHb Ta KOMIETEHLINH ajs 3a0e3nedeHHss O0e3MeKu KOMIT IOTEPHUX MEpex,
HEOOXITHUX ISl MOJANBIIOI POOOTH Ta HABYMTH IX 3aCTOCYBAHHIO METOMIB Ta 3acO0IB 3aXHCTY 5K
OKPEMHUX BY3JIiB, TaK 1 KOMIT FOTEPHOT MEPEXI B I1JIOMY, BiJl 30BHIIIHHOTO Ta BHYTPIIIHBOTO BTPyYaHHSI.

BuBuenns xypcy ,,be3neka KoM roTepHIX Mepex’’ mependadae HasiBHICTh CHCTEMATUYHUX Ta
IPYHTOBHUX 3HaHb 13 CcyMikHHX KypciB (,,OcHOBU KiOGepOesneku”, ,,OCHOBU NpOrpamMyBaHHS
»OnepariiHi cucteMu”, ,,ApXiTeKTypa KOMIT I0TepiB Ta cuctem”, ,, KoM toTepHi Mepexi’), a TaKoX
iJlecnpsMOBaHOI poOOTH Ha JEKIIHHUX Ta J'Ia60paT0pHI/IX 3aHATTSX, CAMOCTIIHOI poOOTH CTYJIEHTIB.
B pesynbrati BUBUeHHS Kypcy «besneka KoM ToTepHIX Mepenc» CTY/ICHTH TTOBHHHI: 3aCBOIiTH OCHOBHI
(byHIaMeHTalIbH1 MOHATTS 1 IPUHIUIN TOOYA0BU O€31EKH KOMIT FOTEPHUX MEPEX JUIS IX BAKOPHUCTAHHS
B CydacHUX 1H(pOpMaliiHUX cHUCTEeMax; 3HATH MPUHLUIN N00ya0BU OpaHaMayepiB Ta QUIbTPYIOUHX
MapuUIpyTHU3aTOpiB 1 IX BUKOPUCTAHHS B 3a7jayaxX 3aXUCTy iHPOpMaliiHUX CHCTEM; BUKOPHCTOBYBATH
METO/IU JIJIsl MPOTU/IIT BiJ] BHYTPIIIHBOTO Ta 30BHIIIHBOIO BTPY4aHHS B IpoQeciiiHii AisNIbHOCTI; BMITH
BUKOPUCTOBYBaTH MPOTpaMHi 3acobu, sKi peanizyloTh (yHKII Oe3neKd KOMII'IOTEPHUX MEpeK;
IIPOrpaMHO peayli30ByBAaTH CKPHUMTH JUIsl KOH(IrypyBaHHS Ta 3a0e3MeUeHHs] TUIOBUX 33/1a4 3aXHUCTy
iH(popMallii B KOMIT IOTEPHUX Mepekax; MPOEKTYBaTH Pi3HI PiBHI 3aXHCTy B By3JlaX Ta KOMIT IOTEHUX
MepexKax.

CTpykTypa Kypcy

Tema PesynbTaTn HaBYaHHS 3aBaanHs

T'ogunn
JIeK/np
2/2 OcHoBu Oe3neku Internet. Po3ymitu ocHOBHI oHATT Internet i ITotoune
oe3mnexu. OpranizoByBatu IANA, ONUTYBAHHS
RIR, LIR, AS Ta 3aXucT po3noainy
[P-anpec. 3nanns kopeneBux DNS Tta
IpaBUJ PO3NOALTY 1 (YHKIIOHYBaHHS
IOMeHHUX IMeH. Pearnizaris 0e3nexkn
piBHiB TCP/IP, 3axucty Ha piBHX
mojeni Bigkputux cucrem OSI/1SO.
2/2 Cranpmaptu Ta rpynu Ta kjacu | PeanizoByBatu 3aX0au 3 IpOTHIIT ITotoune
3aXHUCTy KOMIT'IOTEPHUX | OTPUMAHHIO HECAHKIL[IOHOBAHOT'O OIUTYBAHHS
MEpPEK JOCTYITy 110 iH(OpMaIiifHUX pecypciB
1 TIporieciB B iHpopMaIiifHuX Ta
iHpOpMaLiHO TeIeKOMYHIKaIlIHHIX
(aBTOMATH30BaHUX) CUCTEMaX.




212

PiBHi Oe3meKu KOMIT IOTEPHUX
Mepex

BupimyBaru 3aga4i ynpaBiaiHHS
mporeaypamu iaeHTudikarii,
aBTeHTH(IKaIii, aBTOpU3AIIii
MPOIIECIB 1 KOPUCTYBAYIB B
iHpOpMaLiHO TeIeKOMYHIKaIlIHHIX
cUCTeMax 3TiJIHO BCTaHOBIICHOT
noJitukyu iHopmaniiHoi 1\abo
KibepOe3nexu

IloToune
ONUTYBAHHS

212

besneka onepamiiHUX CUCTEM
CepBepiB Ta MeitH(ppeMiB

3acTocoByBaTu TEOpii Ta METOIU
3aXUCTY I 3a0e3MeYeHHs Oe3MeKH
iHpopmanii B iHpopMamiiHO
TEJIEKOMYHIKAI[IHHUX CHCTeMax

IloToune
ONUTYBAaHHS

212

OcHoBu 3axucry cepsepiB OC
Windows

Peanizanis ayrentudikamii
KopucTyBadiB B cepepax OC
Windows, moctymny Ha OCHOBI
pecypciB cepeepiB OC Windows.
YnpaBiiHHS JOCTYIIOM B
onepamiitnux cucremax Windows Ha
ocHOBi Active Directory. Pozyminns
[EHTPaIi30BaHUX CHCTEM
ayrentudikaiii i apropusamii LDAP.

IloToune
ONUTYBaHHS

212

3acobu  3axucry  UNIX-
moaiOHUX cUCTEM (30KpeMa,
Linux)

Peanizaris ayrentudikaii 8 OC
cimeiictBa Unix. Bukopucrtanus npas
IpyIl 1 KOPUCTYBaYiB 10 (HaiIIiB.
Po3yminHS KOHIIEMTIIT €TUHOTO
aoriuHoro Bxoay NIS. Po6ora 3
cucremoro LDAP ta Kerberos,
nporokosiom SSH.

IloToune
ONUTYBAHHS

212

besneka ¢i3uuHOro piBHA Ta
KabenpHOi IH(pacTpyKTypu

3MIACHIOBATH aHajl3 Ta MIHIMI3AIiio
pu3uKiB  00poOkM  iHpopmamii B
iH(opMaLIfHO TeIeKOMYyHIKaIIHUX
CUCTEMAX

IloToune
ONUTYBAaHHS

212

besneka kaHanbHOrO PiBHSA

Bupimrysatu 3ajaul 3aXHCTY
iHpopmanii, 1o oOpoOiseTbCS B
iH(opMalLIfHO TeIeKOMYyHIKaIIHUX
cucTeMax 3 BUKOPUCTAHHIM CyYaCHHUX
METO/IB Ta 3aco0iB
KpUNITOrpadiuHoro 3aXUCTY
iHdopmarii

IloToune
ONUTYBAaHHS

2/2

®inpTparnis 1 MoHiTOpUHT IP-
Tpadiky

BukoHnyBatH  BOpOBa/UKeHHA  Ta
MiATPUMKY CHCTEM  BHSIBIICHHS
BTOPTHEHb Ta  BUKOPHCTOBYBATH
KOMIIOHEHTH KpunTorpadiuHoro
3aXUCTY TUISL 3a0e3neueHHs
HEOOXITHOTO  PIBHS  3aXHIIEHOCTI
iHpopMmarii B iHpOopMaLiitHO
TEJIEKOMYHIKAI[IHHUX CHCTeMax

IloToune
OHI/ITYBaHHSI

212

[MonsarTs Tpancmanii IP-anpec
NAT

Po3yMiHHSI Ta HaBUKUA BHKOPHCTAHHSI
texnonorii NAT, SAT, PAT Tta

Masqurade, [P-anpec IUIS
BHYTPIITHHOTO BUKOPHUCTAHHS
intarnet. Peamizaris 0a30Boi
tpancsamii  [P-agpec, mepexeBux

nopTiB, aepBoiiB 3 pynkiiero NAT.

IloToune
ONUTYBAHHS




212

ITpoxkci-cepBepu

Po3yMsiHHST ~ TOHATTS  KEHIYIOUHMX
cepsepiB. [Ipoxkci-cepBepu Jlinykec.
[Tpoxci-cepBepu Bingosc.
Hackpizuuit transparent-proxy.
Kondirypysanns KELIYIUHUX
CepBEPIB.

IloToune
ONUTYBAHHS

212

ICMP rta IP—araku
MEpEKEBOTO PIBHSI.

Po3yminns npunnumnis ICMP-araku.
ITepenanpasnenns tpadiky. ICMP-
araka Smurf. [CMP-3aromnenss.
ITinr cMepTi 1 ping-3aTOTUICHHS.
Echo/chargen-zaronnenns. IP-atakw.
Araka ga [P-onmii. IP-aTtaka Ha
¢dparmMeHTaio

IloToune
ONUTYBAaHHS

212

ATaku Ha IPOTOKOJIN
TpaHUYHOI MapIIpyTH3aLii

BupimyBartu 3a1a4i 3aXUCTy MOTOKIB
JaHWUX B iH(pOpMaIiitHuX,
iH(opMaLiifHO TeTeKOMYHIKAI[IHIX
(aBTOMaTH30BaHUX) CUCTEMAX

IloToune
ONUTYBAHHS

212

ATaky Ha TPAHCIIOPTHUH Ta
ceancoswii pisai TCP/ UDP

Pozyminns npunnunis UDP-ataku.
UDP-3aronnenus. TCP-araku.
3aromeHHs SYN-mmakeTaMu
[Tinpookxa TCP-cermenTa. CkumaHus
TCP-3'ennanus

IloToune
ONUTYBAHHS

3/2

Besneka nmpoTokoiB
MPUKJIaJHOTO PiBHA

Po3yminHs Ta opranizaiiis 6e3neKu
nporokojiB HTTP, FTP, SMTP,
POP3, IMAP4v1, SNMP,

Telnet. TIpoTtokoxn nepenadi
rineprekcty HTTP. IlpoTtokon
nepenaui gaiinis FTP. [Tpoctuit
poTOKoJ nepenayi nmomru SMTP.
[TpoTokon oTpuMaHHs €NeKTPOHHOT
nomrru POP3. TIpoTokoin goctymy 10
MOBiAOMJIEHb Mepexi [HTepHeT
IMAP4v1. Crmam. IIpocTtuit mpoToKon
KEepYBaHHS MEPEKEBUMHU MPUCTPOSIMU
SNMP. [IpoToko BiiIaI€eHOTO
noctyny Telnet

IloToune
ONUTYBaHHS

3/2

Ceptudikatu SSL Ta
Oe3mneyHi MPUKJIaIHI
npotokonu SSH 1 HTTPS

3HaHHS XapaKTEPUCTHUKHU IMPOTOKOITY
SSL. Iepapxis kito4iB Ta
ceptudikatiB. Ludposuit nianuc
JnaHuxX B Mepexi. [Iporokon
BimaneHoro gocrymny SSH.
[TpoTokon nepeaauyi rinepTekcTy
HTTPS

IloToune
ONUTYBAaHHS

3/3

ATaku Ha JOMEHHI IMeHa

Po3yMiHHS IPUHIMITIB aTakH Ha
DNS. DNS-cniydinr. Otpyenns
kemra DNS. Ataku Ha kopeHeBi DNS-
cepeepu. DDoS-araku
BimoOpakenHsM Bim DNS-cepBepis.
Metoau 3axucty ciayx6u DNS

IloToune
OHI/ITYBaHHSI

3/3

Ckanepu mepex

BukoHaHHS CKaHYBaHHS MEPEXKI.

CkanyBaHHs NTOPTiB. BusiBineHHs

MEpEeKEBHUX CEPBICIB Ta X BEPCiH.
MepexeBa po3Bifka. BusBiaeHHs

Bepcii onepaniiHoi cucTeMu

IloToune
OMUTYBAHHS




IIPUCTPOIO UM KOMII 10Tepa. ATakM Ha
MEpEKeBl1 CEPBICH MTPOTOKOJIIB
npukiaanoro piBas. Ckanep NMAP
33 MOHITOPHUHT Ta BUSBJICHHS Peanizariiss MoHiTOpUHTY Tpadiky. [ToToune
aTax Amnanizaropu npotokoiiB. Cucrema OIUTYBaHHS
moHiTopuHry NetFlow ta JFlow.
Cucremu BUSIBICHHS BTOPTHEHb.
Cucrema SNORTD. Apxitektypa
MEpexi 3 3aXUCTOM MEPUMETPA.
Mepexi i3 MOA1IOM BHYTPIIIHIX 30H
33 BipryanbsHhi mpuBatHi Mepexi | Peamizaiist cioco0iB CTBOpEHHS [ToToune
VPN 3aXHUIEHOTO KaHay. TpaHCIOPTHHIA 1 | OITUTYBaHHS
TYHEJBHUN peXUMHU. lepapxis
TEXHOJIOT1H 3aXUILEHOT0 KaHaly.
VPN Ha ocHOBI mu¢pyBaHHS.
[Tporoxon PPTP. Po3nonin gyHkiiit
Mix mpoTtokoiamu [PSec.
VYKpaiHCbKUW CTaHIAPT
CUMETPUYHOTO MU PYBAHHS
«Kanunay. CBITOBHI CTaHIAPT
cumeTtpuyHoro mudpysanis AES
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Morgan Kaufmann Series in Networking) 6th Edition- (March 29, 2021), 848 pages.

9. José Manuel Ortega. Mastering Python for Networking and Security: Leverage the scripts
and libraries of Python version 3.7 and beyond to overcome networking and security issues, 2nd Edition
- (January 4, 2021), 538 pages.

10. Jlicocrka 0. KibepoOesneka. Pusuku Ta 3axonu. - K.: Konnmop, 2019. - 272 c.

11. Kacsanuyk M. JlockoHana gopMa CUCTEMH 3aJUIIKOBUX KJIACiB: METOIM MOOYJOBH Ta
3acrocyBanHs (Monorpadis) / M. Kacsaauyk. — Tepuonine: THEY, 2019. — 224 c.

Nigel Cawthorne. Alan Turing: The Enigma Man. — Acturus, 2019. — 128 p.

IlosgiTnka oniHlOBaHHA
IoniTuka moao nenaiHiB Ta nepeckyaaganus: JIJis BUKOHAHHS 1HIUBITyaTbHUX 3aBIaHb 1
IPOBE/ICHHS KOHTPOJIbHUX 3aXOJiB BCTAHOBIIOIOTHCS KOHKpETHI TepMmiHu. llepeckiiaganHs MOIyiB
BIIOYBA€ThCA 3 JO3BOJIy AUPEKIli (akylabTeTy 3a HASBHOCTI TMOBAKHUX NPHYMH (HAMPHUKIIA],
JTKapHSHUH).


https://www.netacad.com/courses/cybersecurity/network-security
https://www.goodreads.com/author/show/27179.Nigel_Cawthorne

IoaiTnka moao akaaeMiuyHoi odpouyecHocTi: BukopucTaHHs APYyKOBAaHUX 1 €NEKTPOHHHUX
Joxepen iH(opMartii i1 9ac KOHTPOJIBHUX 3aX0/1iB 3a00POHEHO.

IMosiTuka mono BiaBixyBaHHs: BinBimyBaHHS 3aHATh € OOOB’SI3KOBHM KOMIIOHEHTOM
OLIIHIOBaHHS. 3a 00’€KTUBHUX NMPHUYWH (HANPUKIIAJ, KaPAaHTUH, BOEHHUH CTaH, XBOp0OOa, 3aKOpJOHHE
CTa)KyBaHHS1) HABUYAHHS MO>KE BiJOYBAaTUCh B OHJIAIH JOpPMi 3a TIOTOJKEHHSIM 13 KEPIBHUKOM KYypCy.

OuinoBaHHs
Mopyns 1 Mopyns 2 Mopyns 3 Mopyns 4
20 % 20 % 20 % 20 % 5% 15%
[Toroune MonynbHui [Toroune MonynbHui Tpeninr CamocriiiHa
OIIIHIOBAHHS KOHTpOJIb 1 OIIIHIOBAHHS KOHTPOJIb 2 pobora.
Cepenne O1igka 3a Cepenne O1igka 3a O1igka 3a O1rigka 3a
apudmeTnyHe 3 KOHTPOJIBHY | apu(METHUIHE 3 KOHTPOJIbHY | BUKOHAHHS | BHKOHAHHS
OLIIHOK, OTPUMaHUX MOJYJbHY OIIIHOK, MOJTyJIbHY 3aB/IaHHA 3aB/IaHHA
3a BUKOHAHHS poboty OTPUMAaHUX 3a poboty TPEHIHTY | CaMOCTiHHOI
1a60paTOPHUX BHKOHAHHS poboTu
pooiT 1a00paTOpHUX
poOit
[Ikana OLiHIOBaHHS:
ECTS Baau 3micT
A 90-100 BIAMIHHO
B 85-89 no0pe
C 75-84 no0pe
D 65-74 3aJI0BUJIBHO
E 60-64 JOCTaTHBO
FX 35-59 HE33JI0BIIHLHO 3 MOKIIMBICTIO TOBTOPHOTO CKIIQAaHHS
F 1-34 HE3a/I0BUIBHO 3 000B’SI3KOBUM MTOBTOPHUM KYPCOM




